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Xin chao!

Minh 13 Giang Nguyén, mot tester binh thuong, ¢ himg thii véi testing va technology.

C6 thé ban da doc cubén “API Testing v6i Postman” trudc ctia minh, nhung cam thdy chua thoa
mén, ban mudn 1 cudn sach véi nhiéu thong tin hon, ddy du hon. Phai néi that 1a chinh minh ciing
mudn vy, do d6 minh quyét dinh viét lai va update nhiéu nhiéu thir hon nira. Khac véi cudn trudc,
cubn nay minh chi néi vé API Testing, s& khong c6 phan huéng dan vé Postman hay bat ctr 1 tool
nao ca. Minh sé& viét ting tool & cac cudén ebook khac nhau (néu c6 thoi gian: D).

Cubn sach nay 1a két qua ctia nghién ciru, thuc hanh ciia minh vé API trong may nam di lam vira
qua. T4t nhién 13 s& con nhing thiéu sét va diém chua ding 1am, nhung nd s& phi hop cho nhiing
ban tester beginner tiép can va lam viéc v6i API Testing. Tuy nhién, beginner khong c6 nghia Ia
ban tester nao mai cling co thé hiéu, ban nén biét mot sé khai niém vé Software Development dé
c6 thé hiéu hoan toan nhimg thir minh viét.

Cudn sach nay minh free cho testers dung n6 dé self-study, vui long khong sir dung né cho muc
dich thuong mai, vi du ding né lam gido trinh, hodc quang céo cho khéa hoc ctia ban. Tat nhién,
chéc cha c6 ai 1am nhu vy, nhung néu ban c6 sir dung 1 phan nao d6 cua sach (¢ bat ky hinh thirc
nao) thi vui long reference vé sach ctia minh. Cam on!

Cudi cung, hi vong cudn sach c6 ich cho ban va gitup d& ban khi test API.
Have fun and enjoy!

P/s: Xin 15i vi vin phong lung tung va cach viét xen 1an tiéng anh va tiéng viét, minh cam thy dé
the hién y kién cua minh nhat khi viét nhu vay.

https://giangtester.com



https://giangtester.com/

CONTENT

Chapter I: API Testing high-level
1. Where is API Testing in test pyramid?
2. Why, What, When to test?
2.1 Why API Testing is important?
2.2 What to test
2.3 When to test
3. API Testing in CI/CD pipeline
4. Structure cua 1 test API
4.1 Arrange-Act-Assert: AAA pattern
4.2 Given-When-Then: BDD style
Chapter I1: API Introduction
5. What is API?
5.1 Interface in real life?
5.2 Application programming interface (API)
6. API Structure
6.1. What is protocol?
6.2. How does HTTP work?
6.3 API - Under the GUI
7. Data format
7.1. JSON format
7.2. XML format
7.3. How to use data format in HTTP
8. Authentication
8.1 Basic Authentication
8.2 API Key Authentication
8.3 OAuth2

Chapter I11: APl Automation Test

https://giangtester.com

© ©O©W ©O©W 00 0 00 0O N N oo oo o o1 ot o1 b~ b~

e S T T T o = T =Y
o o o1 o0 A W O W W DN

[EEY
\‘


https://giangtester.com/

9. How to test an/many API(s)?
9.1 Syntax Testing
9.2 Functional Testing
9.3 Flow Testing
10. Challenges
10.1 Types of API
10.2 Choose Error code to expect
10.3 Prepare test data
10.4 Assert Value

Reference

https://giangtester.com

17
17
18
18
20
20
22
23
23

25


https://giangtester.com/

Chapter I: API Testing high-level

1. Where is API Testing in test pyramid?

Test pyramid 13 1 khai niém dugc sir dung khi noi vé cac level ciia automation test voi 3 levels
chinh: Unit test, Integration/Service test, UI test. Trong d6, API Test nam trong Integration test.
Dé no6i vé pyramid testing thi cac ban c6 thé doc thém & ddy. Khi Unit Test va UI Test rat rd rang
dé phan biét thi Integration Test lai rat khé hiéu va dan dén nhiéu hiéu nhdm. Rat may min 1a
Martin Fowler ciing ¢ 1 bai dé phan biét, va ta c6 thé xép API Test vao loai broad integration
tests voi nhitng dic diém:

- Yéu cau live version cua tat ca cac services, test environment va network access.
- Test code paths di qua tat ca céc services, chir khong chi test connection gitra chiing.

Ideal Software
Testing Pyramid

watirmelon.com

Session
Based
Testing

Automated
GUI Tests

Automated API Tests

Automated Integration Tests

Automated Component Tests

Automated Unit Tests

C6 thé ban s& néi 1a, ban s& co thé mock service nao d6 va van thuc hién test API duoc ma, dau
can phai live version dau. Oh...well...Actually, you’re right. Thyc té thi ta viét test API khi c¢6
API specification rdi, nén lic ta run test, co thé dang dung mock service chtr khong phai 1a live
service. Dinh nghia & trén, d6 1a diéu kién 1y tuong nhung khong phai luc nao ta ciing co thé dap
ung dugc, nén doan nay ban tu linh dong cho nhu cAu ctia minh.

https://giangtester.com
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2. Why, What, When to test?

2.1 Why API Testing is important?

- Tang do bao phu cua test, cover nhiing cases ma Ul test khong cham téi duoc hodc rat tén cong
dé viét test, nhu validation input ciia phia server hodc 1a nhiing test lién quan dén filter hoic search.
Vi du: field email c6 validation ca front-end va back-end, néu sir dung UI test thi ban chi cham
duoc vao validation cua front-end, ban s& phai dung API Test dé check validation cua back-end.

- API Test duoc thyc hién trong thoi gian ngén va s& c6 feedback rat som, thay vi 30p hay vai tiéng
nhu Ul test. Vi du nhu hinh dudi day: 71 API test cases (request) c6 thoi gian run 1a Im12s

Test Summary

71 0 0 1m12.27s 100%

tests failures ignored duration
successful

2.2 What to test
API Test ¢6 3 d6i twong chinh, ciing c6 thé coi 14 3 categories dé ching ta gom va nhom céc test
cases lai.

- Kiém tra validation input & phia server
- Kiém tra logic cua tirng chtic ning
- Pam bao cac flow ctia tng dung hoat dong tot.

Ngoai ra, ban ciing c6 thé add thém cac testcase cho cac test khac vi du nhu security. V&i minh thi
API test chi tap trung vao functional test nén minh khong add thém céc test cases cua phan khac
Vao.

2.3 When to test
Ban nén lam API Test trong nhitng truong hop sau:

- Pugc yéu cau lam API Test tir khach hang hoic PM
- Puoc yéu cau lam Automation Test nhung lai khong c6 dii thoi gian dé 1am ca API 1an UL
- Khi mudn test sdm cac chirc ning nhung UI chua lam xong.

- Khi dy 4n cua ban 1a web service, ban khong c6 Ul dé test.

https://giangtester.com
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3. API Testing in CI/CD pipeline

VERSION BUILD
CONTROL

DEPLOY DEPLOYTO MEASURE+

PRODUCTION VALIDATE

Trén pipeline ta c6 thé nhan thiy API Test s& nim & phan Auto Test, sau buéc Deploy nhung né
s& run truge Automation Ul Test. Vi nhu thé né vira dam bao diéu kién: test khi tat ca céc service
d3 run va s& cho két qua trong vong 5-10p sau khi deploy. Néu tit ca cac test pass thi méi chuyén
dén phan run Automation UT test, néu fail thi khong tiép tuc UT test.

Do API Test ciing 1a 1 dang black-box test va khong hé can sir dung code ciia img dung nén ta c6
thé chon bat ky tools nao ma ta mudn. Ta co thé ké dén 1 s6 tools thudng ding nhu Postman, Soap
Ul, Jmeter, Rest-Assured, Karate, Robot Framework, Katalon Studio...Va script cia API Test, ta
khong nhat thiét phai dit vao trong repo clia tmg dung, ta c6 thé dit & 1 repo riéng &, doc lap.

API Test nén dugc tu dong run bang viée sir dung CI tools nhu Jenkins, Travis CI...

4. Structure cua 1 test API
Mot Automation Test thuong bao gdm 3 phan:

- Setup data test: chuan bi pre-condition can thiét nhu mock data, login vao hé thong, doc
file csv data test...

- Do actions: Trong Unit 1a goi method/function, trong API test 1a call API, con trong Ul
test 1a dién thong tin, click button...

- Check result: So sanh cai két qua mong mudn va két qua thyc té.

API test ciing c¢6 3 phan nhu trén, va ban c¢6 thé chon 1 trong 2 cach dudi day dé thé hién:

- AAA pattern: thuong dugc stir dung cho Unit Test

- BDD style: thuong duoc sir dung cho User Acceptance Test, theo phong cach viét cua
Gherkin

https://giangtester.com
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4.1 Arrange-Act-Assert: AAA pattern
Y nghia cia AAA pattern kha don gian:

e Arrange = Setup data test
e Act = Do actions
e Assert = Check result

void registerfFailWithMissingParams(String fullName, String emailAddress, String companyName,

String jobTitle, String phoneNumber, String requestRoles) {

reg.setFullName (fullName);
reg.setEmailAddress (emailAddress);

reg.setCompanyName { companyName) ; Arrange

reg.setJobTitle(jobTitle);
reg.setPhoneNumber(phoneNumber) ;

reg.setRequestRoles(requestRoles);

Response res = callAPI(reg); Act

res.prettyPrint();

res.then().statusCode(488); Assert

4.2 Given-When-Then: BDD style
Vi du duéi day su dung Rest-Assured, trong do:

e Given = Setup Pre-condition/ Setup data
e When = Do actions
e Then = Compare expected value with actual value

@Test publie void
getHelloWithParam() |

given().

param{ "name", "coder”™).
when( ).

get(HELLO) .
then( ).

statusCode(HttpServietResponse . SC_0K) .
contentType( "application/json™).
body(equalTo( "Hello coder!™));

i’

https://giangtester.com
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Chapter I1: API Introduction
5. What is API?

5.1 Interface in real life?

Interface dich ra tiéng Viét la “bé mit, giao dién”, nhung né khong phai cai moi ngudi hay dung
v6i nghia “mat mii dep hay xau”. =)))) Interface duogc sir dung dé giao tiép giira 2 d6i twong, dong
thoi lam cho viée giao tiép nay don gian nhét co6 thé bang viéc gidu kin viée xir 1y chi tiét ciia mdi
doi tuong.

A~

Day 1a vi du Interface ciia xe may, ngudi 1ai xe bam vao coi, chi can biét 1a coi s€ kéu, con hoat
dong bén trong xe may thé nao dé coi kéu thi nguodi 1ai xe khdng can biét.

Hoac ban c6 1 céi case may tinh va 1 man hinh, 2 céi
d6 mudn két ndi véi nhau thi bat budc phai thong qua
1 day ndi véi 2 dau tiép xtic. Hai cai dau tiép xuc do
chinh 1a API. Diém tiép xuc d6 1a c6 dinh, néu 1 man
hinh khac mudn st dung thi cling phai c6 dau tiép
giong nhu thé, néu khong 1a khong két néi duoc.

Chot lai, Interface la 1 bd cac quy tic dé 2 doi tu’o’ng co the giao tiép dwoc v6i nhau ma khong
can biét chi tiét 12 mdi ddi twong sé 1am gi véi mbi yéu ciu.

5.2 Application programming interface (API)
API chinh 1a Interface cta cac d6i tuong phan mém. N6 duoc str dung rong réi khi ndi vé méd hinh
Client-Server va khi noi vé cach st dung cac library (cac public method ciing dugc coi 1a API).

https://giangtester.com



https://giangtester.com/

Web app
w Web
Browser

Request

Response

Database

N6i don gian, API 1a cai cau ndi giita client va server. Client & day c6 thé 1a mdy tinh, dién thoai
str dung hé diéu hanh khac nhau va duoc viét bang nhimg ngén ngit khac nhau, vi du nhu Swift,
Nodejs, Java. Tuong tu, server back-end ciing duoc viét bang cac ngdn ngit khac nhau. Dé 2 thang
nay c6 thé noéi chuyén dugc véi nhau chiing phai néi cing 1 “ngdn ngir”. Ngon ngir y chinh l1a
API.

6. API Structure

6.1. What is protocol?

Gid str: C6 2 nguoi A va B noi chuyén véi nhau qua dién thoai, néu nguoi A hoi 1 cau roi im lang,
ngudi B sé& biét raing ngudi A dang chd doi cau tra 10i va dén luot ngudi B néi. Hai chiéc may tinh
ciing giao tiép 1 cach lich sy nhu vay va duge mé ta vai cai thuat ngit “Protocol” — giao thic.

Giao thurc (Protocol) la nhitng ludt lé duwoc chcfp thudn dé 2 cdi may tinh co thé néi chuyén voi
nhau.

Tuy nhién, luat 1¢ nay chat ché hon rat nhiéu so véi giao tiép giira nguoi voi ngudi. May tinh s&
khong thong minh de c6 thé nhan biét 2 cau “A 1a chong B” hay “B 14 vo A” ¢c6 cung y nghia. bé
2 may tinh giao tiép hidu qua, server phai biét chinh xac cach ma client sip xép cai message nd
giri 1én nhu thé nao.

Chung ta da timg nghe dén nhiing Protocol cho nhitng muc dich khac nhau, vi du nhu Mail c6 POP
hay IMAP, message co6 XMPP, Két ndi thiét bi: Bluetooth. Trong web thi Protocol chinh 1a HTTP
— HyperText Transfer Protocol, vi su phd bién ctia né ma hau hét cac cong ty chon né 1a giao thirc
cho cac API.

6.2. How does HTTP work?

Cudc sdng cuia HTTP xoay quanh cai vong ludn quéin: Request va Response. Client giri request,
server gui lai response 1a li¢u server c6 thé 1am duoc cai client mudn hay khong. Va API dugc xay
dung trén chinh 2 thanh phan: Request va Response.

https://giangtester.com



https://giangtester.com/

Send Request
O

—/
—
——
f Return Response —
Client Server

Request
Mot cai request diing chudn can c6 4 thir:
URL —— http://example.com
Method ——— POST 1. URL
------------- 2. Method
Headers ———— User-Agent... 3. Header
_____________ 4, Body(except GET)
Body ——— Data
Request

e URL Ia 1 cai dia chi duy nhét cho 1 thir (dung danh tir), c6 thé 1a web page, image, hodc
video. API mé rdng céi y tuong gdc cia URL cho nhimng thir khac, vi du: customers,
products. Va nhu thé client d& dang cho server biét cai n6 mudn 1a cai gi, nhiing cai nay
con duge goi chung 13 “resources” — ngudn luc.

e Method: 1a c4i hanh dong client mudn tic dong 1én “resources”, va né thuong la dong tir.
C6 4 loai Method hay dugc dung:

= GET: Yéu cdu server dua lai thong tin ctia 1 resource. Ban hay tuong tuong ra céi
canh ban vao facebook, tay vudt new feeds.

= POST: Yéu ciu server cho tao ra 1 resource méi. Vi du: dang ky 1 chuyén di ¢
GrabBike. Hoic d6i khi n6 dung dé gui théng tin 1én server khi ma GET method
khong dap tmg duogc (do han ché bao do dai ctia URL khi ¢é sir dung nhiéu
parameters) va POST s€ an toan hon khi thong tin dugc dat vao body chir khong
phai show trén URL.

= PUT: Yéu cau server cho sira vao 1 resource da co trén hé thong. Vi du: Edit 1 bai
viét trén facebook.

= DELETE: Yéu cau server xéa 1 resource.

10
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e Header: noi chtra cac thong tin can thiét ctia 1 request nhung end-users khong biét co su
ton tai cua né. Vi du: do dai ciia request body, thoi gian giri request, loai thiét bi dang st
dung, loai dinh dang cai response ma client c6 doc duoc...

e Body: noi chtra thong tin ma client s¢ dién. Gia st ban dat 1 cai banh pizza, thi thong tin &
phén body sé la: loai banh pizza, kich cg, sb lugng dat.

Response

Sau khi nhan dugc request tir phia client, server s€ xur 1y cai request d6 va guri nguoc lai cho client
1 response. Cau trac cua 1 response tuong doi giong phan request nhung Status code s€ thay thé
cho URL va Method.

Status Code |——— 200 (success!) 1. Status code
------------ 2. Header
Headers =~ |——— Content-type: text 3. Body
Body ——— Data
Response

e Status code 1a nhitng con s6 c6 3 chit s6 va co duy nhét 1 y nghia. N6 c6 thé coi la short
answer cho request, minh s& con quay lai status code ¢ chapter 3.

1xx: Informational responses

2xx: Successful responses (200, 201)
3xx: Redirects

4xx: Client errors (400, 401, 403)
SXX: Server errors

e Header & Body thi tuong d6i giéng voi request.

11
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6.3 API - Under the GUI
Cau hoi minh hay dugc nhan nhit ké tir khi viét blog dén gid “Anh oi, em doc rat nhiéu posts vé
API cta anh, ciing hiéu hiéu, nhung em van chua biét phai test nhirng cai gi?”. Ly do c6 thé 1a ban
chua moc ndi duoc lién hé gitra API va Ul Thuyc ra thi API va Ul “gén nhu” 1a mot, API 1a ban
thé con Ul 1a biéu hién.

POST /api/authentication/login HTTP/1.1

. . . L. Host: xxx.com
Sign in with your existing account
Connection: keep-alive

Content-Length: 41

(]

Accept: application/json, text/plain, */*

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)

P

Content-Type: application/json; charset=UTF-8
Forgot Password? {
"username™: ",
Don't have an account? Sign up }

Trén U, ban nhin thiy 2 fields 14 username va password, trén API username & password ciing
xuat hién & phan body. Ban c6 thé viét testcase cho form login, thi rat don gian ban ciing viét
testcase tuong tw cho API login. T4t nhién 14 s& c6 vo van trudng hop Ul va API khong thé mapping
1:1, API chira nhiéu thong tin hon UI, do d6, ciing can viét thém nhiéu testcase hon. Chi tiét cac
loai testcases s& dugc viét & chuong muyc 9.

12
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7. Data format

Pinh dang data trong API thuong dung 2 loai chinh 1a JSON (JavaScript Object Notation) va

XML (Extensible Markup Language).

7.1. JSON format

Ngay nay, JSON duoc su dung nhiéu trong APL N6 duoc xdy dung tir Javascript, ngdn ngit ma
duogc dung nhiéu, turong thich vai ca front-end va back-end ctia ca web app va web service. JSON

1a 1 dinh dang don gian vé6i 2 thanh phan: keys va values.

— Key thé hién thudc tinh cua Object
— Value the hién gid tri cua tung Key

Values c6 6 loai:

1
2
a
5
6
7
8
9

https://giangtester.com

e Object - {}

e Array - []

e String - ™"

e Number - 20

e Boolean - true/false
e Null

13
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7.2. XML format

Trong JSON dung { } va [ ] dé danh déu dit li¢u. XML thi twong ty nhu HTML, dung thé (tag) dé
danh dau va dugc goi 1a nodes.

Vi du:

<error_code>0</error_code>
<error_msg></ error_msg >
<data>
<id>»26</id>
<file> files/59017ab52cb10.epub </file>

</data>

node mo& value node dong

W

<file> files/55017ab52cb10.epub </file>

7.3. How to use data format in HTTP
Quay lai phan 2, phén header c6 chirc nang luu nhirng thong tin ma nguoi dung khong biét, trong
d6 c6 1 thanh phan xac dinh format cia data: Content-Type

Khi client giri Content-Type trong header ctia request, né6 dang noi véi server rang dir liéu trong
phan body cia request 1a duoc dinh dang theo kiéu d6. Khi client muén giri JSON no sé
dat Content-Type 1a “application/json”. Khi bat dau nhan request, server s& check cai Content-
Type dau tién va nhu thé né biét cach doc dir lidu trong body. Nguoc lai, khi server giri lai client
1 response, no ciing giri lai Content-Type dé cho client biét cach doc body cuia response.

‘ O

‘application/json”
—
. —
Content-Type: JE—
{ \ “application/json” —
Client Server

14
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boi khi client chi doc dugc 1 loai dinh dang, vi du 1a JSON ma server lai tra vé XML thi client s&
bi 16i. Do d6, 1 thanh phan khéac & trong header 13 Accept s& gitp client xir 1y van dé trén bang
cach noi ludn véi server loai né o thé doc duoe. Vidu : Accept : “application/json” . Chét lai: dua
vao 2 thanh phan Content-Type va Accept, client va server c6 thé hiéu va lam viéc mot cach chinh
Xac.

8. Authentication

Xin noi trude, ddy khong phai Security test nén minh khong giai thich nhiéu, ban mubn biét thém
thi tu tim hiéu tiép. Muc dich ctia phan nay 1a giéi thiéu va huéng dan 1am viéc véi API ma co sur
dung cac chuan Authentication thong thuong, bao gom:

- Basic Authentication
- API Key Authentication
- OAuth2

8.1 Basic Authentication

Basic Auth thi chi yéu ciu username va password thoi. Client nhap 2 thong tin trén rdi giri ching
qua HTTP header cho server. Khi server nhan duoc 1 request, no sé soi vao Authorization header
va so sanh thong tin d6 v6i thong tin Credential ma chiing cat giit & DB. Néu diing, server s& chap
thuén request ctia client va tra thém cac thong ma client yéu cau ¢ phan Body. Néu khong dung,
server sé€ tra lai ma code 401, bao hiéu réng qua trinh xéc thyc fail va yéu cau bi tir chdi.

¥ Request Headers view source
Accept: text/html,application/xhtml+xml,application/%xml;q=0.9, image/webp,#*/+;q=0.8
Accept-Encoding: gzip, deflate, sdch
A.ccept—Langu.igg en=US,en;q=0.8,hu;g=0.6,nl;0=0.4,es5;q=0.2,fr;a=0.2,de;q=0.2

Authorization:] Basic am9objpzZWNyZXx0=
Cache-Control: max-age=a
Connection: keep-alive

Username va password s& duoc encode dudi dang Base64. Ban c6 thé ding site nay dé decode/
encode Base64.

8.2 API Key Authentication

API Key Authentication 1a 1 k¥ thuat giup xu 1y diém yéu (ludn giri username:password) cia mo
hinh Basic Auth & phia trén. Khi Client xac thuc voi API Key, server s& biét dé dong ¥ cho client
truy cap tdi resource. API key nam & vi tri ma ngudi lap trinh mong muén vi khong ¢6 chuan nao
ca. Co thé dat n6 trén header, trén URL (http://example.com?api_key=my_secret_key), hoic 1a &
Body. Va cho du c6 dat chung ¢ dau di chang nira, chiing cling s€ c6 cung 1 tac dung.

15
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8.3 OAuth2
OAuth 12 1 framework, dinh nghia giao thirc x4c dinh cach ma access_token dugc trao doi giita
cac bén. No6 cung cép 4 flows lam viéc phuc vu cho nhiing ddi tuong khéac nhau:

- Authorization Code

- Resource Owner Password Credentials
- Implicit

- Client Credentials

OAuth architecture

Authenticates, then grants access authorization

AT 4 g
Resource Autheorization
Owner fssues the oocess token Server
{may refresh it later)
Accesses the { Delegates
service “0 [ Authorization
: Re'pn»mrbrm:v
S Accesses the protected resource (O
Client Resource Server

Token (access_token) 13 cai key ma s& gitip ta co thé access dén resource. Trong API test thi hau
nhu API nao cling cAn dén token. Ngoai ra thi con 1 loai token nira: refresh_token, nham muc
dich ldy access_token mai khi access_token bi expired, ma khong can nhép lai
username:password.

Trong OAuth2 khong chi dinh format ctia token ma dé cho developers tu quyét dinh. Rét nhiéu
developers chon str dung JWT (Json Web Token) format. JWT gdém 3 phan:

- Header: loai token va thuat toan ma héa ma né st dung
- Payload: chtra data
- Signature: dé€ verify token

Chét lai, dé 1am viéc v6i API ¢6 st dung OAuth?2 thi ta phai 1y duoc Access_token, ma dé lay
dugc thi ta phai biét 1a Application ciia minh dang sur dung flow nao trong 4 flows & trén.

16
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Chapter I11: APl Automation Test
9. How to test an/many API(s)?

Muc 2.2 da néi vé ddi teong ctua API Testing, do6 1a:

e Syntax Testing: Kiém tra validation input & phia server
e Functional Testing: Kiém tra logic ctia timg chtc ning
e Flow Testing: Bam bao cac flow cta ng dung hoat dong tot.

9.1 Syntax Testing
Dé kiém tra validation input cta phia server thi ta ¢6 1 so0 thir can phai check:

- Require fields: nhimg field bit budc nhung khong giri ciing request. Cai nay s& tra vé error
code 400

* Name of Insured

* Govt ID Number

* Mobile Phone Number
* Application Number

* Product Name b

- Validation rules: véi mdi field thuong c6 nhimng diéu kién khac nhau, ta hiy c¢b nghi ra
nhiéu testcases pha v& cai rule day. Error code 400.

telephone
number aa

Phone number should be at least 8 digits in length but no more than 11 digits

- Token: nhiéu API s& yéu cau token, ta thir v6i truomg hop khong cé token hoic token sai.
Error code 401. Pimng nham 1an véi Error code 403.

17
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9.2 Functional Testing
Pay 1a noi check chirc niang cia mdi API, bao gom ca 2 loai testcases: positive va negative. Moi
API ¢6 nhiing chirc nang khac nhau va phuc vu cho rat nhi€u loai business khac nhau. Vi du:

Caculation / counting

Search / Filter

States of process

Access rights / Authorization

Minh 14y trudng hop cu thé cua 1 API Filter Student theo 2 fileds: name, enrolled date from - to.
Yéu cau chi can bo nha trudng duoc quyén goi API nay, ta c¢6 1 sb testcases nhu sau:

Filter Student d4 c6 trong hé thong theo name / enrolled date from / enrolled date to

Filter Student khong c6 trong hé thdng theo name

Filter Student khi chon enrolled date from > enrolled date to (c6 thé Error code 400 hoic
Error code 200 va tra vé rdng, tiy cach xtr Iy ciia team)

Filter Student khi chon enrolled date from < enrolled date to

Cén by nha trudng xem toan bo Student

Sinh vién xem toan bd Student (Error 403 code)

....(con rat nhiéu)

Functional Testing nay c6 2 cau hoi:

1. Khi test API ¢6 so sanh véi DB khong? Minh nén 1am viéc véi DB khi minh lam Manual

API testing hoac Manual UI Testing, con Automation API testing thi minh khong lam vi
thuc hién query dén DB tr code sé& khién cho code test tré nén phuec tap; bi phu thudc vao
DB — nhiéu exception hon.

C6 kiém tra cac trwomg hop 16i 5xx khong? Minh khong expect va test cic cases tra vé
Error code 5xx vi cong sirc tao nén céi case day qué 16n (vi du nhu database error, phai tat
DB) hoic tét ca cac case d6 1a do handle exception khong t6t — phai fix va return Error
code 4xx.

9.3 Flow Testing

Hai loai Syntax Testing va Functional muc ti€u la test chirc ndng cua timng API riéng 1€, con Flow
Testing 1a nham muc dich dé test viéc goi lién tiép nhiéu API theo trinh tu tao thanh nhitng flow
co ban cua App. Flow nay dugc tao theo dua theo trinh ty flow lam viéc cia End-user véi UL

18

https://giangtester.com



https://giangtester.com/

Typical Order Process

Customer Places Order

li

Payment Successful

|

Warehouse Receives Order

Item Picked, Packed & Shipped

R |

Order Delivered

l A B
Is the Customer Happy? \

No Yes

x l Measure Success & 1 V

Efficiency
Resolve the Problem Ask for Review

Minh chia Flow Testing nay thanh 2 loai:

- Short flow: Chira tit ca cac flow cua app, chia dya theo chirc ning.
- Long flow: Chira 1 flow dai ctia App, chinh 1a phan ¢t 13i ctia App.

Luu y: ¢ ddy muc tiéu 13 flow dugc hoan thanh va tat ca cac API tra vé két qua diing, nén s&
khong c6 cac cases dang negative d€ tao ra exception. Valid input — right output.

https://giangtester.com
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10. Challenges
10.1 Types of API

bé quan ly resource, chi can 4 loai API Get, Post, Put, Delete 1a da du, nhung trong thuc té thi s&

c6 5 APls.

[
{"employeeId": 100,

Read: m /hr/employees —_ :::x;;s:qo}{m Doe",

"street": "12 Lake Street",

"suburb": "Easton"
Read: m /hr/employees/100 "postcode": "4421",
n state" : llew"} ¥
Create: EJ3Ml /hr/employees "dob": "1975-10-07"
},
Update: @ZUSN /hr/employees/123 {"employeeId": 200,
"name": "Susan Ryans",
Delete: plil3jq /hr/employees/456 . b -
}

GET
Thong thuong sé€ c6 2 APIs Get cho 1 resource:

- Get all: kém theo nhiéu parameters dé filter (ko bat budc)
- Get one: lay data ciia ding 1 doi tugng cua resource theo id

Goal: Retrieve data

Method: GET
Parameters
URI:  ${domain}apilvl/${resource }/${id}
Header Name Description
- Authorization name

string Default value :

Parameters (query)
name

‘ /api/company/{id}

https://giangtester.com
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POST

Goal: Create a resource

Method: POST

URI: ${domain}/api/v1l/${resource}
Header

- Content-type

- Authorization
Body

- Raw

- Form-data

- x-www-form-urlencoded
PUT

Goal: Update a resource

Method: POST

URI: ${domain}/api/vl/${resource H${id}

Header

- Content-type
- Authorization

- Raw
- Form-data
- x-www-form-urlencoded

https://giangtester.com

Parameters

Name Description

LISErE ST
Example Value Model
(body)

“userName": “"string",
“fullName": “"string",
"email": "string",
“companyId": "string",
"roles": {
"additionalPropl”: {
"additionalPropi”: {}
3
"additionalProp2”: {
"additionalPropl”: {}
b
"additionalProp3”: {
"additionalProp1”: {}
3
s
"createdDate™: 0,
“updateDate™: 0,
"additionalPropi”: {}

Parameter content type

application/json v

/api/user

Parameters

Name Description

user * reauied
Example Value | Model
(body)

"userName": "string”,

“fullName": “string"”,

"email”: "string",

"companyld”: “"string”,

"roles”: {
"additionalPropl™: {

“additionalPropl*: {}

}

>
"additionalProp2”: {
“additionalPropl”: {}

b

"additionalProp3=: {
"additionalPropl”: {}
}

b

Parameter content type

application/json ~
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DELETE

Goal: Delete a resource

Method: DELETE

URI: ${domain}/api/vl/${resource H${id}
Header

- Authorization

10.2 Choose Error code to expect

Parameters

Name Description

userld
string

1 1xx (Informational) Response tam thoi dé thong bao vé trang thai két ndi

2 2xX (Successful) Server dd nhan dugc request, da hiéu va chap nhan yéu cau
tu client

3 3xx (Redirection) Cén thém nhing actions cua client dé c6 thé hoan thanh
duogc request

4 4xx (Client Error) | Da co 16i ctia client khi giri request

5 5xx (Server Error) Server gip van dé va khong thé thuc hién duoc yéu cau tir
client

Trong may loai trén, 2xx va 4xx la nhitng cai ma test API can phai quan tdm, can phai hiéu dé co

thé st dung ding khi assert két qua.

200: Request thanh cdéng

Mot s6 loai thudng gap:

201: Request thanh cong va 1 resource mai da dugce tao ra (thuong dung cho Post)

400: Server khong thé “hiéu” duogc request vi 16i ca phap

401: Mic du 1a “unauthorized” nhung phai hiéu 1a “unauthenticated” — Can authenticate

403: Client khong c6 quyén dé access vao resource, Client & ddy da dugc authenticated.

https://giangtester.com
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10.3 Prepare test data
Chuan bi test data la viéc ma testers nao cting phai lam, gan nhu 1a cong viéc hang ngay. Trong
API test, data c6 thé dén tir 3 ngudn:

- Tu tao bang script
- Doc tir nguon bén ngoai: csv, excel, json file
- Tu response cua 1 API khac

Data mudn hinh van trang, nhung c6 1 s6 loai data ta thudng xuyén gip:

- Date time: ¢6 nhiéu dang format khac nhau va mdc thoi gian khac nhau (hi¢n tai, qué
khtr, twong lai)

- Username: can tinh unique, khong duing lai duoc

- Phone: ¢6 nhiéu rules, vi du nhu 8-12 chit sd, bt dau béng $60...

- Email: c6 tinh unique

- Random number

Data test from script

- Sir dung nhitng chtic nang ma tools test API cap (goi 13 built-in functions), vi du:
- Postman: dung nhiing function va library c6 & phan Postman Sandbox API
- Jmeter: dung phan Function Helpers

- Str dung thu vién:
- Java: java-faker
- Javascript: faker.js

- Tu minh viét code

Data test from external resourses

- Str dung built-in functions:
- Postman: dung phan Test Runner dé 1am viéc véi data files
- Jmeter: CSV Data Set Config

- Str dung thu vién: JUnit5, Apache POI

Data test from response of other APls

1. Extract value
2. Save value into a variable
3. Get value from the variable
Str dung built-in functions dé extract value:
- Postman: lodash library + varibales
- Jmeter: Json Extractor, Regex Extractor ...
Str dung thu vién: JsonPath

10.4 Assert Value
Kiém tra két qua 1a phan ma tool nao ciing support day du. Tat nhién, tity API ma c6 rat nhiéu
yéu cau assertion khac nhau nhung tuu chung lai ciing chi la: extract value — compare.

https://giangtester.com



https://giangtester.com/
https://learning.getpostman.com/docs/postman/scripts/postman-sandbox-api-reference/
https://jmeter.apache.org/usermanual/functions.html#functions
https://github.com/DiUS/java-faker
https://github.com/marak/Faker.js/
https://learning.getpostman.com/docs/postman/collection-runs/working-with-data-files/
https://jmeter.apache.org/usermanual/component_reference.html#CSV_Data_Set_Config
https://junit.org/junit5/docs/current/user-guide/#writing-tests-parameterized-tests-sources-CsvFileSource
https://github.com/apache/poi
https://lodash.com/
https://learning.getpostman.com/docs/postman/variables-and-environments/variables/
https://github.com/json-path/JsonPath

V61 minh, ¢6 2 loai assertion chinh:
- Assert one: Vi du - kiém tra id cua object Student dudi ddy c6 bang 1 khong.
1
Ilid " : 1 s
"firstName™: "Vernon",
"lastName”: “Harper",
"email": “egestas.rhoncus.Proin@massaQuisqueporttitor.org”,
"programme”: “Financial Analysis",
"courses™: [

"Accounting”,

"Sstatistics"

}s
- Assert all: Kiém tra 1 tip hop cac phan tir ¢6 cung két qua. Vi du - API tra vé list nhiing
Student ¢ cuing programme, ta phai kiém tra timg Student xem cé dung nhu vay hay ko.

Bai tap thuc hanh:
Example: https://qgist.github.com/giang-nguyen-niteco/b85c8bf9a5da543550ch12e6f8be2858

Hay kiém tra:

- Cudn sach dau tién co tac gia (author) 12 “Nigel Rees”
- Tat cd cac cuon sach déu co6 gia (price) trén 5.
- Tat cd cac cuon sach thudc loai (category) “fiction” thi déu c6 gid trén 7

24
https://giangtester.com



https://giangtester.com/
https://gist.github.com/giang-nguyen-niteco/b85c8bf9a5da543550cb12e6f8be2858
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