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I. API I3 gi? Va vi sao phadi test APl ?

1. APl la gi?
Web app
w Web
Browseyv Sevvey

Request

KElposs Databas
atabase

Né6i don gidn, API 1a céi cau ndi gilra client va server. Client & day c6 thé 1a may tinh, dién thoai
sty dung hé diéu hanh khac nhau va dwoc viét bang nhirng ngon ngu khac nhau, vi du nhw
Swift, ObJectlve -C, Java. TuO’ng tw, server back-end cling dwoc viét bang cac ngdn nglk khac
nhau. D& 2 thang nay cé thé néi chuyén dwoc v&i nhau chidng phai néi cling 1 ngdn nglk. Ngdn
nglr &y chinh 1 API.

Chung ta hdy 14y mot vi du don gidn cho véan dé nay :

Gia str ban 13 1 nguwdi hwdng dan vién du lich, va quan Iy 1 nhém du lich hop chling quc.
Trong nhém cé ngwdi Nga, My, Nhat, Thuy Dién, Dlrc, Viét Nam. D& cé thé lam moi viéc mot
cach subn s&, tat cd cai nhém nay phai cling néi 1 ngdn ngt, c6 thé 1a tiéng anh hodc tiéng
viét. O day ngwdi hwdng dan vién sé dong vai tro 13 Server, ngwdi du lich sé& déng vai tro 13
client.

Khi di trén dwdng hodc dén tham dia danh du lich, nhirng ngwdi khach cé thé hdi hwéng dan
vién rat nhiéu cau hdi khac nhau. “Cai kia |2 cai gi?”, “Qua nay an nhw thé nao?”, “Ban o, chd
di WC & dau nhi?”... V&i mbi mot hanh déng hdi nhw vay, twong ng vai viée givi 1 request
dwoc glvi 18n server v&i nhivng tham sb dau vao nhw “Céi kia” hay “qud nay”. (Gl request con
dwoc goi 1a Call API). V&i mbi cau hoi, nguwdi hwdng dan vién sé trd I 1 cach khac nhau — cai
nay goi la response “Cai d6 |a cai dé dap vao dau nhirng dra nao hdi nhiéu”, “Qua nay c¥ cho
vao mom la xong”. :)))

1. Request

2. Response

Client <
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Dinh dang trong viéc hdi va trd 1o & trén cé thé théng qua trd chuyén truc tiép hodc viét gidy.
O trong API thi c6 2 dinh dang chinh 13 xml va json. Hién tai, minh chi c6 kinh nghiém v&i json
nén chi gi®i thiéu va lay vi du & nhirng phan sau bang json thoi.

2. Vi sao phadi test API?

Trong qua trinh trién khai dw an, phan server va client lam ddc 1ap v&i nhau nén cé nhiéu chd
client chwa 1am xong, minh khong thé cho client lam xong dé test dwoc di li€u ma test API
bang cong cu khac luén —> Luc nay viéc test hoan toan khong phu thubc gi vao client.

K& ca khi client 1am xong rdi, néu minh test trén client ma thay 16i lién quan dén logic va dir
liéu thi cling can test thém ca API dé biét chinh xéc 1a server sai hay client sai —> fix 16i s& nhanh
hon.

Khi lam hé théng web services, dw an cla minh chi viét API cho bén khac dung, minh sé khéng
c6 client dé test gidbng nhw cac dw an khac —> phai test APl hoan toan.

https://giangtester.com
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Il. Protocol dung trong Restful API

o] phan 1, minh d3 gidi thich vai tro cla API dbi v&i client va server, phan nay sé ndi vé cach ma
2 thang dé (sau day goi la 2 chiéc méy tinh) ndi chuyén v&i nhau.

1. Protocol la gi?

Giad str: C6 2 ngwdi A va B ndi chuyén v&i nhau qua dién thoai, néu ngwdi A hdi 1 cau rdi im
l&ng, ngwOi B sé biét rang ngwdi A dang ch® doi cau trd I&i va dén lwgt ngwdi B néi. Hai chiéc
may tinh cling giao tiép 1 cach lich s nhw vay va dwgc mé ta v&i céi thuat nglr “Protocol” —
giao thtrc.

Giao thtrc chinh 16 nhiing ludt 1é duwoc chdp thudn dé 2 cdi mdy tinh ¢ thé néi chuyén voi
nhau.

Tuy nhién, luat 1& nay chat ché hon rat nhiéu so vdi giao tiép gilba ngu®i v&i ngwdi. May tinh
sé khong thong mlnh dé c6 thé nhan biét 2 cau “A 13 chdng B” hay “B 1a vo A” co cungy nghTa.
Dé 2 may tinh glao tlep hiéu qua, server phai biét chinh xac cach ma client sap xep cai message
né glri 1én nhw thé nao.

Chung ta d3 trng nghe dén nhirng Protocol cho nhitng muc dich khac nhau, vi du nhw Mail cé
POP hay IMAP, message c6 XMPP, Két ndi thiét bi: Bluetooth. Trong web thi Protocol chinh la
HTTP — HyperText Transfer Protocol, vi s phd bién clia né ma hau hét cac cdng ty chon né la
giao thilrc cho cac API.

Lwu v: API c6 thé viét trén nén Protocol khac, vi du nhw SOAP. Trong phan nay, minh chi gidi
thiéu vé HTTP.

2. HTTP hoat d0ng nhw thé nao?

Cudc séng cla HTTP xoay quanh cai vong luén quén: Request va Response. Client glri request,
server glri lai response 13 liéu server cé thé lam dworc céi client mudn hay khéng. Va API dworc
xay dwng trén chinh 2 thanh phan: Request va Reponse. Trdc tién, ta phai hiéu cAu tric cla
mdi thanh phan.

https://giangtester.com
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Request

URL ——— http://example.com
Method ——— POST
Headers — User-Agent...

Body — Data
Request

MOt cai request dung chudn can c6 4 thir:
1. URL

2. Method

3. Header

4. Body

OK, bay gi®& sdm soi ttrng thir mot.

e URL I3 1 céi dia chi duy nhat cho 1 thi (dung danh tt¥), cé thé 13 web page, image, hodc
video. APl m& rong céi y twdng gbc clia URL cho nhirng tht khéc, vi du: customers,
products. Va nhw thé client dé dang cho server biét cai né mudn 13 céi gi, nhing cai nay
con dwoc goi chung 13 “resources” — ngudn Iwc.

e Method: 13 cai hanh ddng client mudn tac ddng I1én “resources”, va né thuwdng 1a ddng
tlr. CS 4 loai Method hay dwgc dung:

— GET: Yéu cau server dwa lai resource: Hay twdng twong ra cdi canh vao fb, tay vubt
new feeds.

— POST: Yéu cAu server cho tao ra 1 resource m&i. Vi du: dang ky 1 chuyén di &
GrabBike.

— PUT: Yéu cau server cho stra / thém vao resource d3 cé trén hé théng. Vidu: Edit 1
post & trén fb.

— DELETE: Yéu cAu server cho xéa 1 resourse. Céi nay chac cha can vi du.

e Header: noi chtra cac théng tin can thiét clia 1 request nhwng end-users khéng biét cé
s tOn tai cla nd. Vi du: dd dai cla request body, thdi gian glri request, loai thiét bi
dang st dung, loai dinh dang cai response ma client cé doc dworc...

e Body: noi chira thong tin ma client sé& dién. Gid st ban dat 1 cai banh pizza, thi thong
tin & phan body sé& 1a: Loai banh pizza, kich ¢&, sb lwong dat.
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Response:

Sau khi nhan dwoc request tlr phia client, server sé xtr ly cai request dé va glri ngwoc lai cho
client 1 cdi response. CAu tric cla 1 response twong déi giéng phén request nhwng Status
code s& thay thé cho URL va Method. Tém lai, né c¢é cau truc 3 phan:

Status Code 200 (success!)
Headers Content-type: text
Body Data
Response

1. Status code
2. Header
3. Body

e Status code |3 nhirng con sb c6 3 chi? sb va cé duy nhat 1y nghTa. Chac cac ban cling
khong con la 1am v&i nhivng Error “404 Not Found” hodic “503 Service Unavailable”. Full
list c6 & day.

e Header va Body twong déi giéng v®i request.

https://giangtester.com
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1. Dinh dang d{r liéu JSON va XML

Nhw phan 1 d3 cé gidi thiéu, dinh dang data trong API thwdng dung 2 loai chinh 13 JSON
(JavaScript Object Notation) va XML (Extensible Markup Language). Hom nay, minh sé ndi ky
hon vé tirng loai dinh dang.

1. Pinh dang JSON

Ngay nay, JSON dworc st dung nhi€u trong Restful API. N6 dwoc xay dwng tlr Javascript, ngdn
nglr ma dwoc dung nhiéu, twong thich v&i ca front-end va back-end clia ca web app va web
service. JSON 13 1 dinh dang don gidn v&i 2 thanh phan: keys va values.

— Key thé hién thudc tinh cla Object

— Value thé hién gid tri cQa tirng Key

Vi du:
{
Uig" e,
"title": "KUNIKO METHOD",
"created": "2017-04-24 13:48:56"
h

Trong vi du trén, keys ndm bén trai, values nam bén phai.

key value

e /

“title": "KUNIKO METHOD",

C6 nhiéu trwdrng hop, 1 Key s& c6 Value 13 1 ddy key + value. Vi du nhw hinh:

https://giangtester.com
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"error_code": 0,

n, nn

"error_msg": "",

"data": {
’Iidll: 'Izsll,

"file": "files/59017ab52ch10.epub”

Trong hinh trén Key c6 tén la Data c6 Value la 2 cap Key + value.
2. Dinh dang XML

Trong JSON dung { } va [ ] dé danh d&u di liéu. XML thi twong tw nhw HMTL, dung thé dé danh
dau va dwoc goi la nodes.

LAy ludn vi du & trén nhwng viét bang xml, né s& nhw thé nay:

<error_code>0</error_code>
<grror_msg></ error_msg >
<data>
<id=26</id>
=file= files/53017ab52cb10.epub </file>

=/data>

node mo value node déng

N\ /

<file= files/59017ab52chi0.epub </file>

https://giangtester.com
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3. Dinh dang d liéu dwoc st dyung nhw thé nao trong HTTP.

Quay lai phan 2, phan header cé chlrc ndng lwu nhirng thong tin ma ngwdi dung khong biét,
trong dé ¢ 1 thanh phan xac dinh format cla data: Content-Type

Khi client glri Content-Type trong header cla request, né dang néi v&i server réng dir liéu trong
phan body cla request 1a dwoc dinh dang theo kiéu dé. Khi client mudn glri JSON né sé
dat Content-Type 1a “application/json”. Khi bat dau nhan request, server s& check cai
Content-Type dau tién va nhu thé né biét cach doc dir liéu trong body. Ngwoc lai, khi server
gli lai client 1 response, n6 cling glvi lai Content-Type dé cho client biét cach doc body cla

response.
‘ : O

‘application/json”
——
" —
Content-Type: ——
f 1 “application/json” —
Client Server

Dai khi client chi doc dwoc 1 loai dinh dang, vi du 13 JSON ma server lai trd vé XML thi client sé&
bi 16i. Do d6, 1 thanh phan khac & trong header |a Accept sé gitp client x( ly van d& trén bang
cach noi ludn v&i server loai né c6 thé doc dworc. Vi du: Accept : “application/json” . Chot
lai: dwa vao 2 thanh phén Content-Type va Accept, client va server c6 thé hiéu va lam viéc mot
cach chinh xac.

10
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IV. Gi&i thi@u chung v& Postman

1. Uy, nhwoc diém cla Postman

Postman la 1 céng cu dé test API cla cty Postdot Technologies dwoc bat dau phat trién tir ndm
2012. Hién tai Postman cd 3 phién ban: Postman, Postman Pro (2016) va Postman Enterprise
(2017). Minh m&i st dung Postman phién ban free nén minh chi gii thiéu phan nay.

Uu diém:

— D& st dung, hd trg’ cd chay bang Ul va non-Ul.

—HO tro viét code cho assert tw dong béng Javascript.
— HO tro’ ca RESTful services va SOAP services.

— Cé chtrc ndng tao APl document.

Nhwoc diém:
— Nhirng ban tinh phi m&i h6 tro nhirng tinh ndng advance: Lam viéc theo team, support trwrc
tiep...

2. Cai dat Postman

Download tai dia chi:

POSTMAN

Developing APIs is hard

Postman makes it easy

Download the free Postman App:

& Macos B Windows ~ & Linux ~

x32
x64

https://www.getpostman.com/

11
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% POSTMAN

Developing APIs is hard

Postman makes it easy

Download the free Postman App:

& Macos ER Windows ~

x32
x64

Sau d6, cai d&t nhw 1 phan mém binh thudng.

https://giangtester.com
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3. Cac thanh phan chinh cla Postman

Giao dién clia Postman:

@ Postman = i .
File Edit View Collection History Help

Uj Runner Import D Bullder

viranment
Collections
Al

e Settings: chlra cic thdng tin vé cai dat chung.

® Postman - 0 X
File Edit View Collection History Help

[[J rRunner impor [} Builder

Théng tin Account: dung dé Login, logout va sync data.
Settings tuy chinh: themes, shortcut, format...
Import data tlr ngoai vao

13
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e Collections: Iwu tri¥ théng tin clia cdc APl theo folder hodc theo thoi gian.

Collections

All

MNorina '

98 requests
Daily Test (Dev)

11 requests

Grannana

11 requests

e API content: hién thj ndi dung chi tiét API va cic phan ho tro gidp thuwe hién test API. Day
la phan ma tester phai lam viéc nhieu nhat.

Request Headers b | ees Environments | Together '5J’|

* Request Headers

GET hups://echo.getpostman.com/headers Request Params “ Save

Autharization {1) .
Type No Auth
Body 14 373 Stalus: 2000K  Time 2378ms  Sice: 7928
Pretty J = F
1-i

Response

18

11 “x-forwarded-port™
12 “x-forwarded-proto™:
13 }

14 3

14
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Trong phan nay gOm c6 3 thanh phan chinh:
Enviroments: Chlra cac théng tin moi triedng. Vi du: minh lam 1 dw 4n nhwng cé 3 moi
trirO'ng khac nhau: dev, staging va product. Cé phan nay, minh cé thé nhanh choéng déi
sang moi trwong can test ma khong phai mat cong dbi URL cla tng request. (Cai nay sé
dwoce ndi rd hon & nhirng chwong sau)
Request: Phan chlra cac thong tin chinh cla API, c6 thé doc lai chwong 2.
Reponse: Chira cac théng tin tra vé sau khi Send Request.

15
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V. Cach tao Request

Khi lam viéc v&i API, chidng ta chi lam viéc v&i 2 dang API chinh la GET va POST.

— GET: Yéu cdu server dura lai resource: Héy twéng twong ra cdi cdnh vao fb, tay vudt new
feeds.

— POST: Yéu c&u server cho tao ra 1 resource mdi. Vi du: déng ky 1 chuyén di & GrabBike.
Va mét request gf“)m co6 4 thanh phén:

1. URL
2. Method
3. Headers
4. Body

Khi vao dw &n that, nhibng théng tin trén thi ban lay & dau, & 6ng developer nhé. Mudn test
dwoc API thi phdi cé APl documents. Cai nay tly cdng ty s& cé chudn va mau riéng, nhung ma
nhin chung thi phdi cung cdp du céc thong tin sau: Tén API, muc dich st dung, Method, URL,
Params, Sample Request, Sample Response.

1. Tao request GET

Minh xin phép duing luén API mau clia Postman cung cap..

Runner  Import [}

GET Request

Collections
GET Request

GET v hupsiecho. getpostman com/getfiest=12345

Authorization

—.  Together

1. URL: https://echo.getpostman.com/get

2. Method: GET

3. Headers: Khong can dién gi ca

4. Body: Phwong thirc GET khdng c6 body, cac ban phai dién tham sb vao Params

16
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GET Request

GET v https:/fecho.getpostman.com/get?test=12345

Key

test

Authcrization

Lwu y: TAt ca cac Params truyén vao phai chinh xac, khong dwoc dé thira 1 khodng trdng hay
xuOng dong.
Sau khi dién day du thoéng tin thi an SEND dé glri request va chd response tra ve.

Save Response

Thong tin tra vé sé cé may diém can quan tam:
1. Dinh dang d¥ liéu trd vé: thong thwdng 13 json va nén dé ché do Pretty dé cho dé nhin.

2. NOi dung di¥ liéu: Day 1a phan ban phai kiém tra.

— Ban so sanh v&i cai Sample Response & APl docs dé& xem cdu tric trd vé d3 dung hay chwa.
—Value cla tirng key d3 dung chwa, so sanh v&i ndi dung trong DB. (khdng c6 DB 13 khéng lam
dwoc API testing dau).

3. Trang thai clia API (status) va thdi gian tra vé.

Xin dwoc Iwu vy, thdi gian chay APl bang Postman ludn ngan hon thdi gian test trén giao dién
Mobile vi nhiéu Iy do: dwdng truyén internet & may tinh &n dinh hon wifi, va sau khi nhan
response thi Mobile phai chay code khdi tao giao dién dé hién thi.

17
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Il. Tao request POST

Twong tw nhw phan trén, chi khac 1a dién tham sb vao trong body.

POST Form Data #

POST v hutps://postman-echo.com/post

Body ®

® formdata @ xwwwform-urlencoded @ raw @ binary

Key Value

strange boom

Va phén response cling nhw vay

J50N v Save Response

Néu cac ban chwa dwoc tham gia dy an dé c6 docs API va mubn thir nghiém test cac APl that.
Try this: https://any-api.com

18
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VI. Collections trong Postman

Ldc bat dau viét vé postman, minh khong nghT 1a sé viét vé phan nay nhwng ma sau khi nhin
thay 1 vai dong chi developers céng ty minh dé cai ddng request hdn ddn, mat 5p m&i tim ra
cai request d3 dung hom trwdc & dau. Minh phai nghT lai 1a “Khéng phai ai cling dé y réng cé
phan collections nay & trén doi” va quyét dinh viét vi biét dau c6 ai d6 khong biét. :))

Hiéu ném na, né chinh 13 Folder, gitp dong goi nhirng request vao chung 1 chd. O thé khong
dung c6 dwoc khéng? Cau tra 10 13 PUOC, tuy nhién sé gap phai 1 s6 van dé sau day:

- S& phai dung History dé tim lai nhirng request d3 dung, twong tw nhw ban subt ngay
phai luc I0i phan History clia Chrome, trong khi chi can 1 ddng tac bookmark lai 13 xong.
Khong dung dwoc chire ndng tao APl documents tw ddng ma Postman cung cap
Khong thé dung dwgc chlrc ndng Runner, gitip chay lién tuc cac Request.

1. Cach tao Collection.

e Click vao button [tao collection] bén sidebar

Collections

All Me Team 3

o Dién tén va mé ta (khdng bat budc) collection do.

CREATE A NEW COLLECTION

Description

® Lwu request vao Collection.

19
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Bwdc 1. Tao ra 1 new Request (Nhw phan trwdic )
Bwéc 2. An nut Save

Send v Save

Cookies Coade

Bwdc 3. Chon Collection can lwu va Save tiép.

Note: V6i nhiing trirdng TH mé mudn add request tiF bén History véo Collection.

Bwéc 1. Click vao icon (+)

History Collections

Clear all

v Today -

eee

GET  https://api.nasa.gov/planet: =
_key=DEMO_KEY&hd=True

e L e e Ty

Bwdc 2. Chon Collection can Iwu va Save.

https://giangtester.com
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2. Cac settings chinh cla 1 Collection.

Daily Test (Dev) < are
e .l':'-. b
Grannana 'd
i C3 Add Folde
postman Echo D | -
. ¥
Together il 3
1 Brlie |:| & et
g F Do
B Delere

Share collections: tao ra link dé share v&i ngwdi khac collection (bi han ché bi kiéu
account).

Rename: Dbi tén cla collection.

Edit: Stpa tén va mo ta cla collection.

Add Folder: tao thém collection m@&i bén trong Collection dé.

Duplicate: nhan déi collection dang cé.

Export: Xuét collection ra dang file .json

Monitor Collection: Dung dé test hiéu ning (bi han ché b&i kiéu account).

Mock Collection: gitip gid 1ap cac API st dung chirc ndng Example ma postman ho tro.
(bi han ché b&i kiéu account).

Publish Docs: Tao ra APl Docs dinh dang HTML.

Delete: Xda Collection.

21
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Ngoai cach trén, co thé xem chi tiét Collection béng cach click vao mii tén [>] .

[ 9 Postman
:File Edit View Collection History Help

Runner Import D_

Collections

Together

Last Modified 3 hrs ago

e

Postman Echo

37 requests \
£

Together

14 requests
Register
Check User

GET  Get_toeic_level

et_user_info

oo

GET  pet users participants

https://giangtester.com

Owner You

Documentation

I& Learn how to document your requests

Add a description

Register

Check User
Get_toeic_level
get_user_info

Forgot password

22
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VII. Cach st dung Environments

Phan nay d3 cé nhiéu ngwdi viét bai hwdng dan tiéng viét nhwng con thiéu 1 s6 phan nén
minh viét lai.

Chtc n3ing chinh clia Environment 13 1 chd Iwu “bién” gibng nhw “bién” trong code dé& minh ¢

thé tai st dung & nhiéu noi.

l'J’ng dung:
— Nhanh chéng chuyén qua lai gitba cdc mdi trdng Dev va Product ma khong can tao lai cac
request m&i vi phai thay ddi lai URL.
— Giup Iwu lai gid tri cGa response API treéc dé dién vao API sau. (Phan nay c6 két hop vdi
phan Pre-request va Tests, s& dworc gidi thiéu & cac phan tiép theo).
— Khéng phai slra gia tri cUa cac tham sb qua nhiéu lan.
O Postman sé chia lam 2 loai Environments: Local va Global
Local: Pham vi anh hwdng chi cé khi chon ding Enviroments.
Global: Pham vi &nh hwéng dén toan bod cac project cé trong Postman, nhwng néu cé 2
bién cung tén & Local va Global thi s& wu tién |4y Local.

Vi tri clla Environment trong khung lam viéc clia postman.

Mo Environment

https://giangtester.com
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Tao 1 Enviroment

Bwdrc 1: M& Manage Environments

Mo Environment b4 ©

Manage Environments

Shared Environments

Send M Save

Bworc 2: Add thém Enviroment m&i
MAMAGE ENVIRONMENTS

Manage Environments

Norina - DEV

#407 + #408

AirProfit

Grannana

Globals

Bwdc 3: Dién tén cla Enviroment, tén va gia tri cla bién.
O day, minh lay vi du v&i bién url cé gia tri 1a 192.168.1.77

24
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Edit Environment

Demo-dev

Value

182.168.1.77

DAu checkbox thé hién rang: cé active cai bién dé hay khdng. Trong vi du trén: minh dang
active bién url va c6 thé st dung bién nay trong moi trvd&ng Demo-dev.

Thé 1a ban d3 tao dwoc 1 mai trwdng cho viéc test API rbi dy. =)))) dua chit théi. Dudi day la
cach st dung céc bién.

C6 méy cau hdi nhwr sau:

1. Ldy gid tricda cdc bién trén nhw thé ndo trong request?
Tra |&i: Chi can viét theo cu phap {{tén_bién}}: vi du: {{url}}

get_event_category

get event category

POST v {{url}} apifuserfget_event _category Params

Body ®

@ form-data @ xwww-form-urlencoded @ ranw @ binary

Key Value Description
_token

_user_id

Nhw trong hinh:

1. Chd chuyén dbi qua lai gitra cac Environment

2. Cach |4y gia tri bién. LAy dung s& c6 mau da cam, dwa chudt hover vao thi hién thi gia tri ca
bién.

3. Néu tén bién cé mau dd cé nghTa la khdng cé bién nay trong Environment, chuy@n nay
thwong xdy ra khi chuyén déi qua lai gilra cac méi tredng clia cac dy an khac nhau, hodc d3
inactive cai bién do.
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2. Lam thé nao dé biét duroc gid trica cdc bién trong 1 enviroment ndo do.
Tra 1O
Cach 1: vao lai Manage Enviroment giéng nhw viéc Add Enviroment
Céch 2. Click vao icon con mat

Demo-dev

url  192.168.1.77

Globals

email trangpt@gmail.com

Mudn stra théng tin clia Environment ban cé thé click vao nut Edit dé stra.

3. C6thélam nhing gi véi 1 Enviroment?
Tra |&i: Postman cung cap nhirng chirc ndng don gidn cho 1 Environment nhw: import —
export, duplicate, add, edit, delete.
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MAMNAGE ENVIRONMENTS

Manage Environments

Norina - DEV

#407 + 4408

AirProfit

Demo-dev

Globals

https://giangtester.com
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VIII. Test Response

Test response 13 tinh ndng dac biét quan trong v&i nhirng ngudi test API. Lam sao c6 thé subt
ngay run tlrng cdi request roi check tirng két qua trd vé mot cach thu cong dworc, phdi ¢ céch
gi nhanh hon chtr.

Phan nay cung cAp 2 tinh ndng cwc hay gitp ngwdi test day nhanh dworc tée do test API.
1. Check tw dong két qua tra vé cla tirng field v&i 1, 2 dong code, rat dé, khong can biét
code cling lam dworc.
2. Lwu gid tri clia Response thanh bién trong Environment dé tiép tuc truyén vao param cla
API tiép theo.

POST v {{url}/api/user/get_event category

[ ]

Postman cung cAp mot khung lam viéc dé ta co thé 1am viéc, chi hd tro’ ngdn ngir Javascript
thuan, khéng ho tro jquery hay cac thir khac nhé.

— Néu mubn biét chac code minh chay dung, hay viét trwdc & ngoai nhé.

Phan & bén phai 1a tap hop nhiPng cu phap Postman cung cap san cho ngwdi dung, khdi can
phai nghT. Ok vao bai todn cu thé nhé.

Bai toan 1:

T6i ¢6 1 API login, t6i mudn biét Ia sau khi login vdo xong, user_id cUa téi trd vé cé dung hay
khoéng.

Bwdc 1: Chay thir API 1 l1an dé lay dwoc cau triac Response clia API.
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hone_nun

Jcec353314cda”™

Ta c6 thé thay user_id ndm & vi tri: root > data > user > profile > id va trong trw&ng hop nay id
cUa user nay la 401.

Budc 2: Viét Test

Authorization [ ]

vaor jsonData JSOM. parse{responseBody) ;

tests["Check user id"] = jsonData.data.user.profile.id

Code:
var jsonData = JSON.parse(responseBody);
tests[“Check user id”] = jsonData.data.user.profile.id === 401;

”

1: Parse cdi Reponse trd vé& va Iwu vao bién “jsonData” — cai nay chinh 13 root d3 viét & trén.
2: Test xem user_id c6 bang 401 khong.
Céch lay gia tri hoan toan gidng nhuw trong Javascript thoi. Ban cé thé doc thém & day vé cach

x(r ly Object cla Json. http://goessner.net/articles/JsonPath/
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Bw&c 3: Sau khi viét xong Test thi cac ban run Request lai roi ngo xem phén Test clia minh c6
ding khéng.

var jsonData 150H. parse{responseBody) ;

tests["Check user 1d"] jsonData.data.user.profile.id

Check user id

Theo két qua thi Test clla minh dang Fail, & dU, minh viét dung r6i ma nhi.

Day Ia diém ma cac ban m&i lam s& hay gap, d6 1a van dé& ngay tai cai cong cu gidip minh test.
Trong trwO'ng hop nay, dé 1a gia tri trd vénélal String, minh khéng thé so sanh String va Int
dwoc. Hiy ngd lai cai anh phia trén, ban sé thay id 13 “401”, ta chi cAn thém dau nhay kép vao
lai phan test clia minh |a xong.

Code dung sé la:

var jsonData = JSON.parse(responseBody);

tests[“Check user id”] = jsonData.data.user.profile.id === “401”;

UPDATE:
Postman thay ddi 1 sb built-in functions nhwng cac functions cli van chay ngon, nén néu ban mudn
dung céc functions m@&i thi day:
var jsonData = pm.response.json();
pm.test(“Check user_id”, function () {
pm.expect(jsonData.data.user.profile.id).to.eql(“401”);

1;
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]

var jsonData ] .parse{responseBody);

tests["Check user id"] jsonData.data.user.profile.i

pass | Check user id

Bai toan 2:

T6i ¢6 1 API login, sau khi login t6i mudn Iwu lai gid tri cda token dé lam data cho nhing API
tiép theo.

Van dung vi du & trén, ta s€ thay vi tri cQa token 13: root > data > token.

login driver copy

POST v Hurllapifuserflogin
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Ta sé& viét thém 1 code vao phia dwdi 2 dong code minh d3 viét & trén:

var jsonData = JSON.parse(responseBody);
tests[“Check user id”] = jsonData.data.user.profile.id === “401”;
postman.setEnvironmentVariable(“token”, jsonData.data.token);

UPDATE:
Postman thay ddi 1 s built-in functions nhwng cac functions cli van chay ngon, nén néu ban mudn
dung céc functions m@&i thi day:

var jsonData = pm.response.json();

pm.test(“Check user_id”, function () {
pm.expect(jsonData.data.user.profile.id).to.eql(“401”);

1;

pm.environment.set(“token”, jsonData.data.token);

Sau dd, ta chi run lai roi kiém tra trong Environment thoi.

Demo-dev

httpf/52.197 181,156
40bdE34640F7079d14253d 1421 90ddB5d

Globals

email trangpm@gmail.com

Khi d3 Iu dwoc bién vao trong Environment roi thi phan gan bién vao request sé gidng voi
phan minh d3 hwdng dan & phan trwdec.
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IX. StP dung Pre-request Script

Phan tredc minh d3 viét vé test Response, nay minh sé tiép tuc viét vé Pre-request. Dw&i day
la cdc bwde khi glri 1 request. Phan Pre-request sé la phan Postman sé xtr ly trwwde khi thwe
hién gli request, va phan test script dé xtr ly response dwgc tra vé.

pre—reggﬁsg —| request ——3| response —)Eec?itpt

Vay Pre-request cé thé lam dworc viéc gi? N6 xt ly cé mdi 1 phan théi dé 13 tao di¥ liéu (bién)
dé truyén vao param trong request.

createTripDriver

POST (ol fapiftrip/createTrip

Body ®

C6 1 chirc ndng thoi nhwng cwe ky hiru ich trong cac trwdng hgp khac nhau.
Vi du: Minh cé 1 API tao ra 1 chuyén di giong kiéu grab va uber, gOm cdc param dwdi day.

_user_id

_token

Source

Destination
Departure_datetime

Thém 1 chut requirement:

_user_id : c6 dwoc sau khi login

_token : c6 dwgc sau khi login

Source: Dia diém xuat phat

Destination: Dja diém dén

Departure_datetime: Thi gian xut phat clia chuyén di lubn I&n hon thdi diém hién tai. (Lweu
y: thdi gian clia Nhat sém hon VN 2 tiéng, néu VN [a 15h thi & Nhat 13 17h).

Thoi gian dau khi minh test API nay, thi minh chi tao dwoc 2 bién _user_id va_token sau khi
run APl login ri str dung phén Test Script dé lwu response lai. Cac ban cé thé doc lai phén
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triedc dé hiéu thém.

Con 3 bién Source, Destination, Departure_datetime minh phai tw nhap lai bang tay mdi lan
run APl —> rat mat céng strc, néu khdng stra cac param trén thi API clla minh sé sai.

Gia str hdm nay ngay 09 /10 / 2017, minh chay API ding, nhwng sang ngay mai (10 /10/ 2017)
minh lai phai di stra 1 déng API vi sai ngay. T_T Minh d3 bj nhw thé trong 1 thdi gian, cho dén
khi minh biét cach st dung Pre-Request.

XU ly Departure_datetime

Minh viét ra 1 ham getToday dé& dam bao ltc nao run Testcase cling trd vé ngay hém nay ma
khéng can phai maintain stra lai API.

var Yyvy today.getF Jl]. Year(};

(dd-18) {
dd - '8 +dd;
].
(mm:18) {
(] "8 mmg
].
var second = Math.floor{(Math.random()
(second 183
second '@ +second;
].
today = yyyy

mmn i dd " 23:"+secomd;

postman.setEnvironmentVariable("date™, today);

Céc ban c6 thé s& nghT 13 minh gidi tw nghT ra cai ham day :)))) Khdng phai dau, cac ban chi
can google “Method getToday javascript”. Sau d6, minh chi stra code 1 chit dé cé the lay duoc
gi® random ma minh mudn. Cudi cung la lwu bién d6 vao Environment la xong.
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url
user_id_driver 401
token_driver  18ee036208bdedf/b15a034177da3cs
415
undefined

driver_trip_id 7558

passenger_trip_id 6756

order_id 59aebd56e5d05
6455fdf63adc3756761905dBaB6e4602
4791 4fec899dd5af397e7db08fa%6a42
2017N10/09 2333

source  Uji Oha-gan-ju-tei House, Uji, Kyoto Prefecture,
Japan

destination  Daiso 100 yen, Shibuya, Tokyo, Japan

XU ly Source, Destination

Vé ban chat, ca 2 param nay déu dién gia tri 13 dia diém, nhwng minh khéng thé chi test v&i 2
dia diém dworc, né sé tao ra 1 ddng cac chuyén di gibng hét diém dén va diém di. Minh can 1
lwong 1&n cac dia diém rdi minh sé 14y random cho phan Source, Destination.

Minh tao ra 1 cai array ch(¥a toan bo dia diém (minh export tt trong DB ra) rdi |4y random va
Iwu thanh 2 bién trong Environment.
Vidu:

var myArray =[ {

“source” : “Tokyo, Japan”
2
{

“source” : “Gifu Prefecture, Japan”
2
{

“source” : “Aichi Prefecture, Japan”
2
{

“source” : “Tokyo Disney Resort, Urayasu, Chiba Prefecture, Japan”
}
]

var source = myArray[Math.floor(Math.random() * myArray.length)][‘source’];
var destination = myArray[Math.floor(Math.random() * myArray.length)][‘source’];
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postman.setEnvironmentVariable(“source”, source);
ostman.setEnvironmentVariable(“destination”, destination);
t tE tv ble(“destination”, destinat

UPDATE:

Postman thay ddi 1 sb built-in functions nhwng cac functions cli van chay ngon, nén néu ban mudn
dung céc functions m@&i thi day:

pm.environment.set(“source”, source);

pm.environment.set(“destination”, destination);

Do céi array clia minh rat nhi@u nén minh chi chup hinh minh hoa thoi.

[ ] Pre-request Script @ [ ]

SULILE o LA TR TR T ER ] T I e IR s R P S £ T S
"source" : ; ERL e VIR e S AFYE-—ALKYOTO[E"
"source” : 7 DEEEEME1 TH15-8 37

"source” : "H: BEEmIONT 5-3 BHsi—or

, "souree”  EERFRREETERSANITHS 1 ERF/ia

var source - myArray[Math.floor{Math.random(} * myArray.length)]['source'];
var destination - myArray[Math.f {Math.random(} * myArray.length)]['source'];

postman.setEnvironmentVariable("source”, source);
postman.setEnvironmentVariable("destination®, destination);

Sau khi hoan thanh hét minh sé& cé 1 API v&i cac tham sb ddng, linh hoat, chlr khéng phai 13
nhirng API v&i di liéu cO dinh.
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Body ®

@ formdata @ sowweform-urlencoded @ raw

Key

_user_id

_token
spurce
destination

departure_datetime

https://giangtester.com
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X. Xay ding APl Document

Postman ngoai viéc cung cap 1 cdng cu test API con hd trg ching ta lam APl document cwe ky
chuyén nghiép va dé dang. API document nay cé thé dung chung cho ca team va khach hang.
Thong thwdng, APl thwdng do Dev viét trén sheets nhung dén 1 giai doan phat trién nao dé
dev s& lwdi viét docs APl hodc APl stra nhiéu, ho sé& khdng nhé dé update nhivng stra chira
day.

API Document clia Postman cé diém wu viét hon khi né update ludn nhirng gi minh thao téc
trén khung lam viéc vao API docs. Thwe ra 1a cir moi khi ta tao ra 1 Collection thi Postman d3
tao Document cho Collection dé rdi, nén viéc clia chung ta twong doi nhan ha. :))))

Mudn biét tai khodn clia chung ta ¢ bao nhiéu Collections. Click chon [Collection Links]

giang.nd2...

Collection Links

Manage Profile

Sign out

Toan bd Docs API clia nhirng Collections s& dwo'c show ra.
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Click vao View Docs dé& xem API Docs ( day 13 link clia trang thai Private, link nay khéng
share dworc).

Click vao Publish dé tao Link share Public (Link nay thi ai cling nhin dwoc ndi dung). Ban
chi can copy cdi link rbi glri cho ngwdi khac.

https://giangtester.com

39


http://giangtester.com/

Update Published Collection

Choose Environment Template

Together v

Public URL
https://documenter.getpostman.com/view/1289545/collecti

Show Custom Styling Options

VAan dé 13 1 API Docs gdm nhi¥ng thanh phan gi va thé hién nhirng phan d4y trong Postman
nhw thé nao?
Cac thanh phan clia 1 APl Document:
- Tén cla APl Document
M6 ta cla API Docs
Tén cla tlrng API
M ta cla ca API: Muc dich cla API, note lai cac muc can lwu y
Params + mo ta cla params
Sample Request
Sample Response

Tén cla APl Document

Chinh 13 tén cQa Collection, cach edit don gidn, xem lai phan 7.
M ta cla API Docs
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MNorina

Documentation

AirProfits

AirProfits Documents

Daily Test (Dev)

Grannana
Postman Echo

Together

Cach Format doan Text nay dung Markdown. Ban cé thé xem th&r mau & day
http://markdownlivepreview.com/

Tén cla tlrng API & M6 ta clia cd API

Tén cla API chinh ta tén ching ta dat cho tirng Request.
Cach Edit

AirProfits Documents

Get_Token_AFI

Get_Listing API

Get Room_Status APl

Set Room_Stat | Open in New Tab

Set_Room_Price n] Renarms

Daily Test(Dev | #  Edit

D Duplicate

Grannana B Delete

https://giangtester.com
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EDIT REQUEST

MName

Create_User API

Description

* To create @ new user in AirProfits system.
* This wser matches with an existed Airbnb user.

Chd nay cling hd tro Markdown dé format nhé, néi chung la chd nao dién text thi Postman
cling h6 tro Markdown nhé. :)))))

Params + mo ta cla params

Cac ban dién vao phan Param hodc Body gidng nhw dién API van dién trwdc day nhwng khi
viét API Docs, Iru y: KHONG dién phan Value. Xem hinh

Auth Body ®
@ formdata ® x-www-form-urlencoded @ raw @ binary

Key Description

airbnb_listing id string (required)
start_date string [required)
end_date string [required)

price number (required)

_token string [required)

https://giangtester.com
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Sample Request & Sample Response

Day I3 tinh ndng Example ma Postman cung cap.

AirProfit

Get_Token_API

Add Example

Ban Add 1 cai Example roi dién thong tin giéng nhw 1 API that sw la xong.

Sample Request

Luc nay thi ban phai dién Value cho tirng Param, khéng dwoc bd trdng.

€ Get_Token_API < Get_Token_AP|

Get_Token_API

POST W {url}fapifvl/get-token.json

Body @
@ form-data @ ewww-form-urdencoded @ raw

Key Value

User[usermname] salesd

User[password] 123456a@

https://giangtester.com
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Sample Response

Ban lay 1 Reposne mau theo cai Sample Request phia trén rdi Paste vao la dworc.

"success",

"5758

El
A10iIKVIQiLCIhbGci0iITUzTINIID

https://giangtester.com
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Sau d6, ban xem lai thanh qud cla minh & 1 trong 2 link Public va Private & phia dau minh d3
noi. N6 sé cé dang nhuw sau:

AIRPROFITS DOCUMENTS

e AirProfits Documents

Create_User_API

Server Host
Ger_Token_AP
Default Response message:
GET  Gert_Listing_AP!

* sSuCcess
GET Get_Room_Status_AP|
Set_Room_Status AP { "status™ "success”, "data": {...} }
Ser_Room_Price_API
Pre_Approve_API ¢ error
Withdraw_Pre_Approve_API = 5 AN e N A Reh e i
{ "status™; "error”, "code”: 500, "message": ".....", "data™ null, }
Withdraw_Special_Offer_API
Send_Special_Offer_API « fail:

Send_Alteration_Request_API
Decline.Inquiry APl { "status™ "fail", "code": 1001, "message™ null, "data": {...} }
Cancel_Alteration_Request_API
Accept_Alteration_Request API
Decline_Alwsration_Reguest AP Create User API

GET Ger_Setting Auto_Messages_API

/apifvl/create-user.json

GET List_Setting_Auto_Messages_API

Create_Seuwing_Auto_Messages_AP| =

Edit_Setting_Auto_Messages_AP .

GeT Delete_Setting Auto_Messages_AP|

HEADERS

Content-Type application/x-www-form-urlencoded
BODY

username string (required, unique)

Phan bén trai sé 13 List APl c6 trong dw an, click vao tleng APl dé& xem chi tiét.
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XI. Run Test Suites t’ Runner

Theo phan trwdc cac ban d3 biét cach tao ra nhirng test don gidn cho ting API, nhwng ma 1
dw an thi co qua nhiéu API va qua nhiéu task khac nhau, mi task 13 1 tap hop cla 1 vai API thi
phai gidi quyét nhw thé nao. Cling v&i dé 1a cach quan Iy ma ban nghT cé 4p dung dwoce cho
Postman hay khong? Va lam thé nao dé run test d& ton cong strc nhat.

I. Qudn ly Test Suites
Trong Postman quan ly cac APl theo dang Collections va tuy vao dw an minh sé cé cach quan ly
khac nhau. Vi dac thu dw &n cr 1 tuan lai release 1 lan nén day la cach minh quan ly.

- N
: Release 1
Project Name 21-11.2017 Task 1
o 7
-
Task 2
N >
] e )
Release 2 L
28-11-2017 . -
g 7
Task 4
o g

Van dé 13 tirng task nhd thi minh s& sap xép nhw thé nao???

Phan trwdc, minh d3 hwdng dan véi 1 APl don 18 ¢6 2 kiéu test twong rng:
1. Syntax Testing (Validation)

2. Functional Testing

Theo goi y tir cac Bloggers Postman, thi ban khéng nén chi dung 1 request cho tat ca céc loai
test clla minh, ma nén v&i moi trrd'ng ho'p ban sé tao ra 1 request, chi khac nhau phan
Description va Test théi. Do dé day la cdch minh cdu tric API cho tirng task.
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Task Name Validation Api_name_1
¥ S
" ™
Api_name_2
. 4
i ™
L% S
f =3
Function Api_name_1
b S
Api_name_2
(S
Fid T
\ S

Trén Postman, no6 sé cé hinh thu nhw sau:

LT b

L

#
Walidation

create TripDriver_cl

createTripDriver_change_price_4

Cac APl trong hinh tir 1 dén 5sé co phén Description va Test khac nhau.
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API_1:

* createTripDriver_change_price_1

= Khong nhap Price

POST Hurl}apivi1.0/create trip
i Pre-request Script @ Tes= @
1 wvar jsonData = J50N.parse(responseBody);
2 postman.setEnvironmentVariable("driver_trip_id", jsonData.data.id);
3  postman.setEnvironmentVariable("source™, jsonData.data.source);
4 postman.setEnvironmentVariable("destination™, jsonData.data.destination);
5
7
8
9| tests["Check price = null®] = jsonData.data.price === null;
API_2:

¥ createTripDriver_change_price_2

L]

« ditprice=0 #

POST Hapivi1.0fcreate_trip

1 @ Pre-reguest Script @ Tess @

var jsonData = J50H.parse(responseBody);
postman.setEnvironmentVariable("driver_trip_id"™, jsonData.data.id);
postman. setEnvironmentVariable("source™, jsonData.data.source);
postman.setEnvironmentVariable("destination™, jsonData.data.destination);

B0 =J Oh WA o L P e

tests["price = 8"] = jsonData.data.price === "8";

Twong tw ban sé lam nhw vay v&i cac tredng hop khac.

https://giangtester.com
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I.Run Test Suites bang chic nding Runner
Tl dau series dén gi® cadc ban mdi biét cach test APl theo cach “thl cdng”, an SEND check
trng API. Postman cung cap tinh n@ng run List API theo Folder bang tinh nang Runner.

File Edit View Collection History Help

New ~ Import Runner

Man hinh clia Runner sé& hién ra, & day ban s& quan tam dén nhirng thanh phan sau day.

Choose a collection or folder:
£ #300

Walidatian 1

Validation

Environment No Environment 2

lterations 1 3
Delay 0 ms
Log Responses For all requests 4

Data Select File

Run #309

1. Folder sé run.

2. Environment theo duw an

3. 56 1an 13p lai

4. Option cho ban xem lai Log nhi¥ng request ban mudn.
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Sau khi run xong, ban sé& nhin théy report nhw sau:

_G Collection Runner

File Edit View Collection History Help

Collection Runner Run Results

Grannana e e
3 mins ago

r. Iteration 1
. B login  httpi//153.128.165.137/o... Grannana / login
. This request does not have any tests.
. . SET get_store htps//153.126.165.137/b... Grannana / get_store
. PASS Error code
. book detail hup://153.126.165.137/b... Grannana / book_detail

This request does not have any tests.

. get_content_book http://153.126.165.137/b... Grannana / get_content_book
This request does not have any tests.

B cET get bookself hop:/153.126.165.137/b... Grannana / get_bookself
This request does not have any tests.

. F download_book http://153.126.165.137/b... Grannana / download_book

This request does not have any tests.

. create_transfer_code hrpi//153.126.165.137/b... Grannana / create_transfer_

200 OK 329ms

200 OK 264 ms

404 Not Found

Run In Command Line Docs

Retry New

257 B -

7.055 KB -

2367 ms 40689 KB =~

200 261 1.222 &
oK ms KB
200 OK 233 ms 878 -
200 0K 262 ms 85B -
ro 200 275 67
i OK ms B

Luwuy: SO Pass or Fail dwoc tinh trén sO Test ban viét, cht? khéng tinh trén sé Request ban run.

Ban c6 xem short version cla report & Summary va lwu Log & Export Result.
Néu ban mudn xem chi tiét tlrng thdng sO cla request ban click vao tén cla Request dé.

B login |http://153.126.165.137/la..  Grannana /

Thiz ref Request URL

Request Headers (&)

i

Request Body (2]
|-

Response Headers (6]

& Response Body
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XIl. Cach test API nhw thé nao?

Sau khi doc xong céac phén “test APl v&i Postman” clla minh, cac ban cé thé nam dwoc cai kién
thirc co’ ban clia API va cac chirc ndng clia Postman dem lai. Nhwng cach sap xép test va viét
Testcase cho API nhw thé nao thi vAn c6 vé chwa thong 1dm, nén day 13 phan cach test API nhw
thé nao cho hop Iy.

(ﬂ Database

Database

Nh&c lai kién thirc 1 chut: API chi 1a cAu ndi ndi chuyén gilra Client va Server. APl khdng thuc
hién 1 business logic nao ca, don thudn chi 1a thang di giao thw, chuyén thong tin thoi. Thé test
API 13 test thang giao thw ah? Hay I3 test cdi gi? Xin dwoc phép trd I&i ludn: minh dung API dé
test business logic & phia server. Hay xem vi du dw&i day dé hiéu rd hon.

Vi du:
T6i muén check API update_profile gém 2 trrdng Name va Birthday. Trong do trirdong Name la
bat budc va phai lon hon 4 ky tuw. Trrong Birthday thi khéng bat budc nhép.

Cach xt Iy clia Server va Client (c6 thé khong gidng v&i cty ban):
1. User vao man hinh Profile, stra lai 2 trwd&’ng Name va Birthday.
2. User 4n vao nut Update Profile (Code & client s& check diéu kién cla trdng Name, néu
dang thi submit glri API, goi 1a request, néu sai s& hién théng bao twong rng).
Thong tin m&i gdm Name va Birthday theo phong bi thw clia APl cap bén Server.
Server doc thw va check diéu kién lai 1 1an niva.
5. Néu cac thong tin Name va Birthday déu Valid thi 2 théng tin d6 dwoc cap nhat vao
Database.
6. Server trd lai théng tin, goi 1a response, vé lai cho client thong béo rang né d3 cap nhat
thanh cong.
7. User nhin thAy Name va Birthday clia minh d3 dwoc thay d6i & man hinh Profile.

bW
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Khi thwe hién test API, chinh Ia viéc ching ta test cdc bwdc 4, 5 va 6. D6 d6, véi 1 APl don 1€,
ching ta sé check 2 phan chinh:

— tam goi la Syntax Testing (Validate d¥ liéu — budc 4 + buGc 6)

— va Funtional Testing (Test business logic — bwéc 5 va 6).

Syntax Testing

Loai nay sé& tap trung vao cai Method check diéu kién: Accept v&i data ding va Reject v&i data

sai hay khong. Mot vai vi du:

- BO tréng trudng bat budc — Trong Response s& phai cd thong béo 16i, cac thong tin khac

khéng dwoc cp nhat. Server khong thire hién 1 business logic ndo ca.
B& trdng trwdng khong bat budc — Khong c6 16i gi cd, Server van thwe hién business
logic.
Dién cac théng tin sai kiéu dinh dang, vi du trwdrng thoi gian lai dién chlr — Trong
Response s& phai cé théng bao 16i...

Chot lai: Céi nay gibng hét nhw nhirng trwdng hop Validate di¥ liéu, ching ta van hay lam hang

ngay.

Functional Testing
Loai nay check cac Method xtr ly di¥ liéu va thwe hién 1 chlrc ndng c6 ding hay khéng. Vi du:

- Gi4 1a X va s phan trdm discount [a Y thi sb tién phai trd 1a X*(1-Y) hay khong — N6
chinh 13 viéc test Method tinh todn v&i cac tham sd X va Y ma théi. Viéc thwe hién
business logic cé thé khong Iwu két qua vao DB.

Viéc Update trirdrng Name & vi du ban dau cé dwoc Iu vao DB hay khong? — mé DB ra
va check két qua.

Yéu cau tra vé thong tin clia nhirng user c6 tén la “Nam” — Vao DB thwc hién cadu Query
va so sanh v&i Response xem 2 két qué cé kh&p nhau hay khéng...

Ay éy, chwa hét nhé. =)))) 2 céi loai test trén phuc vu cho test cdc APl don € thdi. Con nira

Test scenarios

Cudi cling 13 ta ghép cac API 1ai v&i nhau sé& nd c6 bi 16i & dau khong? Chd nay chinh 1a nhirng
cai Test Suite, gbp nhiéu Test Case lai.

Vi du nhw hinh:
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login

getCustomer

updateBilling

updateAddress

logout

\ -’

\ API with individual methods /

Phan nay chac minh cling khdng phai ndi nhiéu, cac ban cling da qua quen thudc v&i né.

Lwu y cUa test API:

login

getCustomer

logout

Test scenario 1

login

getCustomer

updateAddress

\

logout

r

A

Test scenario 2

)

1. Khi st dung Postman, hdy & moi trw&ng hop 13 1 API riéng biét, khong test dé [&n nhau,
sau kho kiém soat va khdng tao dworc test case cho automation.

2. D& khéng phai cing mat check tirng response cla cac triedng hop don 18, hiy doc

lai phén 9 Test Response.

https://giangtester.com
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Xlll. Nhirng Iru y khi code API test

1. Postman — Workspace

Trwdc kia, ta chi c6 1 workspace va lam nhiéu project trén d6 nhwng d3 cé tinh nang tach
workspace thi ta nén tach mdi project 13 1 workspace, s& d& nhin hon rat nhiéu, tranh dworc
nhirng nham 1an khi kéo tha cac request tr folder nay sang folder khac.

ss RGAproject ¥ & Invite

Personal am Create New | All workspaces
[COI
Demo - Upload
> Ug no->¢
Other projects
P« RGA project fail}}
Para
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Ngoai ra, con cé nhiéu tién ich ma ching ta it str dung:

New v 28 RGAproject ¥ & Invite

o
=

EZ_Dev v © £
[CONFLICT] PATCH Update Status Fail @ 4+ wee

» Update Status Fail 1: not allowed flow (status flow other than 0 -> 6)

PATCH ~ {{uri}}frga-apiivi/order/{{order_id_for_update_fail}} “ SHVE | o

Params ® {1 L] L]

KEY VALUE DESCRIPTION

Béng mo left panel
List keywork shortcut

Hién thj request + response theo kiéu doc
Search

Learning center

M¢& console log

/ View toan bd workspace
= Build

Browse ( uls|

Trong s6 nay thi minh hay st dung console log nhat vi console log s& show toan bd théng tin
request va response, gilp ich cho viéc debug nhi€u. Néu ban thdc mac 1a mdi khi run Send API
thi response sé tra vé dwoc hién thi & phia dwdi réi, cAn gi phai console log? C6 2 trwdng hop
ban sé& can phai st dung console log:

e Ban test theo Runner. Runner dashboard chi Iy full théng tin clia 10 request dau
tién, nhirng request phia sau, né chi lwu thdng tin co’ ban, ban ko xem dworc full
thong tin néu cé request nao dé bi 16i.

e Néu ban viét cac tham sb clia 1 APl dwdi dang bién thi ban can cé console log thi
m&i view dworc gia tri thwe cac tham sé & moi 1an run.
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2. Test

O phan test, minh cé néi & bai 9 rdi nhwng c6 1 vai diém moi ngwdi can chd y:

Cac error code can dworc check néu cac error code nay dwoc st dung ddng nhw dinh nghTa cla
REST API vi du:

® 200 - success: Dung cho happly case: nhan request va tra response cé data
dung.

® 400 - bad request: Dung trong cac TH 16i & phia client vi du: sai data type,
missing data parameter.

e 401 - Unauthorized: Dung trong viéc thiéu token authen

403 - Forbidden: Dung cho viéc access vao nhirng resource khong c6 quyén han

e 500 - Server error: Dung cho céc van dé error cUa server: Thiéu library,
disconnect DB...

Ngoai error code thi c6 thé st dung response data dé verify thém. Doc lai bai nay dé biét cach
test APl nhw thé nao. Ngoai ra, cac built-in function clia Postman da dwo'c thay dOi kha nhiéu,
cac ban xem & day. Link docs

3. Environment

Phan nay thi cling khong cé nhiéu sy thay déi, nhwng cé 1 s6 lwu y nho

Nén dat tén bién meaningfull. Vi du: ta thwc hién test 1 field la Phone, thi cé 2 cases: phone sai
va phone dung, ta khéng nén dat tén bién |a phone va dung chung cho ca hai tredng hop, ta
nén tach ra thanh wrongPhone va rightPhone.

Environment c6 thé luu dworc array. Vi du: Khi nhén response tra vé 1 list cac gia tri customerld
va ban muon lwu list customerld day vé thanh 1 array dé request khac ban cé thé 1ay random
céc gia tri day
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category_id 3 3

province_id 1 1

city_list 133,187,105 133,187,105
city_id 187 187
district_id 3 3

4. Run script

P& dam bao rang test API lic nao chay ciing ddng, minh c6 2 cach lam:

- V6i TH cdc API ¢6 dd, “d0” & day c6 nghTa la vdi bat clr cai di¥ liéu, action nao trén Ul
thi cling cé API twong (rng. —> Minh sé tao test data bang cach dung API can thiét, sau
dé mai run API test. Cach lam nay sé gilip cho céc Test case khdng bi phu thubc vao test
data & chd nao ca.

Vi du: Ban can test APl update_info_user, ban s& str dung API create_user trwd'c, thay vi st
dung 1 user d3 c6 san trong hé thong

- Vi TH cdc API khdng c6 dU, ta nén chudn bi s@n cac data test clia minh va ca DB test
nira. Cach lam:

1. Ban tao ra dU cic master data bang cach thl céng: cac data can thiét dé co thé
run dwoc API, vi du ban tao ra list cac sdn pham trwdc khi thue hién mua hang,
dat s6 lwong cla sédn phdm & mUrc cao twong ddi, vi du dat s lwong = 100.

2. Chay tht 1 lwgt v&i tat cd cac APl ban cé v&i Runner, néu cd 16i thi fix.

3. Chay lailan 2 d& dam bao d3 hét 16i. (Lwu y, nén dynamic parameter nhiéu nhat
c6 thé, dirng hard code data)

4. Dump DB ra thanh 1 file sql d& khi nao minh run lai script thi minh sé run lai file
sql nay trudc.
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